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Google Chromium Engine has announced the End of Life for U2F multi-factor authentication support.
This is being advertised today to users every time they sign in to authenticate on multi-factor
authentication gateways, such as the XONA CSG. Google expects to end all support for this protocol
in early February 2022.
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More details can be found here: https://developer.chrome.com/blog/deps-rems-95/

Current CSG administrators should create a migration plan now to update current U2F users to
implement WebAuthn as the multi-factor protocol. This may require upgrading the hard token
authentication keys. Administrators need to verify which key current users have today.

Users using these browsers will be affected:

- Google Chrome

- Microsoft Edge

- Brave

- More Chromium-based browsers
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XONA Systems recommends that system administrators take action today. Administrators should
reconfigure user profiles to use WebAuthn as the MFA protocol.
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In the case where the user doesn’t have a hardware token that supports WebAuthn, the user should
use a different browser (ie: FireFox) until they can obtain a new token. XONA Systems offers new
Yubikey tokens that support WebAuthn for sale.

If you have any questions about this Tech Note or the CSG operation, please contact XONA
Customer Service at support@xonasystems.com.
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