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The North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection 

(CIP) standards are the mandatory security standards that apply to entities that own or manage 

facilities that are part of the U.S. and Canadian electric power grid.
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NERC CIP-003-09 (Cyber Security – Security Management Controls) defines “consistent and 

sustainable security management controls that establish responsibility and accountability to 

protect Bulk Electric System (BES) Cyber Systems against compromise that could lead to mis 

operation or instability in the BES.” 


This document reflects how XONA Systems’ Critical System Gateway (CSG) addresses Section 6 

of NERC CIP-003-09 – Vendor Electronic Remote Access Security Controls.

6. VENDOR ELECTRONIC REMOTE ACCESS SECURITY CONTROLS

6.1. DOCUMENTATION SHOWING

6.1.1. STEPS TO PREAUTHORIZE ACCESS.

XONA CSG employs a Zero-Trust model that includes both user authentication and 

authorization.

Authentication 

Authorization

is handled either locally, or via 3rd-party identity providers (IdPs). SAML 2.0 is 

supported, as is multi-factor authentication (MFA) via a variety of tokens or authenticator apps 

(e.g., Google Authenticator, Microsoft Authenticator, etc.).



 is done using a ‘least privilege’ approach that limits access to specific operational 

technology [OT] assets or industrial control systems [ICS]. That access can be tied to a specific 

time/day. No lateral movement is possible. An additional level of security can be added by 

delaying user access until entry is authorized by an administrator.
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6.1.2. ALERTS GENERATED BY VENDOR LOG ON

Admins can use the ‘Moderated Access’ feature to be notified, or view user activity.
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xonasystems.com 2

https://www.xonasystems.com/


6.1.3. SESSION MONITORING

User sessions can be monitored by two 

role types: ‘Administrator’ and ‘Monitor’.

XONA CSG Administrator Manual v4.0 – Page 28
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6.1.4. SECURITY INFORMATION 
MANAGEMENT LOGGING 
ALERTS:

XONA CSG captures data regarding 

activity tied to the XONA CSG and user 

connection history. This data can be 

output in a variety of formats including 

Splunk, RSyslog, and Generic HTTP.

XONA CSG Administrator Manual v4.0 – Page 64
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6.1.5. TIME OF NEED SESSION INITIATION

User access can be augmented with time and date controls – either specific times and dates, or ranges.
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6.1.6. SESSION RECORDING

Sessions connecting to OT/ICS asset can be 

recorded if they use either the RDP, SSH, or 

VNC protocols.

XONA CSG Administrator Manual v4.0 – Page 91
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6.1.7. SYSTEM LOGS

XONA CSG captures data regarding both the XONA CSG and user connection history.
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6.1.8. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS

The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user 

access.

XONA CSG Administrator Manual v4.0 – Page 64 XONA CSG Administrator Manual v4.0 – Page 65
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6.2. DOCUMENTATION SHOWING

6.2.1. DISABLING VENDOR 
ELECTRONIC REMOTE ACCESS 
USER OR SYSTEM ACCOUNTS

XONA CSG’s ‘Lockbox’ feature enables 

administrators to logically disable access for 

all users to the CSG. In addition, access can 

be revoked on a user-by-user basis.

XONA CSG Administrator Manual v4.0 – Page 2
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6.2.2. DISABLING INBOUND AND/ 
OR OUTBOUND HARDWARE OR 
SOFTWARE PORTS, SERVICES, OR 
ACCESS PERMISSIONS ON 
APPLICATIONS, FIREWALL, IDS/
IPS, ROUTER, SWITCH, VPN, 
REMOTE DESKTOP, REMOTE 
CONTROL, OR OTHER HARDWARE 
OR SOFTWARE USED FOR 
PROVIDING VENDOR ELECTRONIC 
REMOTE ACCESS.

The XONA CSG is a purpose-built stand-

alone appliance. User sessions can be 

immediately terminated using the ‘Kill Button’. 

Inbound/outbound ports can be disabled 

using the ‘Lockbox’ function or admins.

XONA CSG Administrator Manual v4.0 – Page 27
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6.2.3. DISABLING 
COMMUNICATIONS PROTOCOLS 
(SUCH AS IP) USED FOR SYSTEMS.

The ‘Edit Connection’ feature can be used to 

disable communications protocols such as 

RDP, SSH, etc.

XONA CSG Administrator Manual v4.0 – Page 24
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6.2.4. REMOVING PHYSICAL LAYER 
CONNECTIVITY (E.G., 
DISCONNECT AN ETHERNET 
CABLE, POWER DOWN 
EQUIPMENT)

XONA CSG’s ‘Lockbox’ feature can be used to 

1) logically disable all users access to the CSG, 

or 2) physically disable untrusted or trusted 

Ethernet ports on the CSG.

XONA CSG Administrator Manual v4.0 – Page 96

6.2.5. ADMINISTRATIVE CONTROL 
DOCUMENTATION LISTING THE 
METHODS, STEPS, OR SYSTEMS 
USED TO DISABLE VENDOR 
ELECTRONIC REMOTE ACCESS.

XONA CSG’s ‘Lockbox’ feature enables 

administrators to logically disable access for 

all users to the CSG. In addition, access can 

be revoked on a user-by-user basis.

XONA CSG Administrator Manual v4.0 – Page 2
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6.2.6. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS.
The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user access.
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6.3. DOCUMENTATION SHOWING IMPLEMENTATION OF PROCESSES OR 
TECHNOLOGIES WHICH CAN DETECT MALICIOUS COMMUNICATIONS SUCH AS:

6.3.1. ANTI MALWARE TECHNOLOGIES

As a purpose-built appliance that protects the data stream between the user and the appliance and translates the OT 

protocols used between the appliance and the OT/ICS asset, there is no opportunity for malicious software to inject 

itself into the transaction between the user/OT operator and the OT environment. Any files to be transferred into the 

OT environment via the XONA CSG should be checked for malware based on organizational policies. The XONA CSG 

can be configured so that any file transfer requests must be approved by a CSG Administrator.

6.3.2. INTRUSION DETECTION SYSTEM (IDS)/INTRUSION PREVENTION SYSTEM 
(IPS).

As a purpose-built appliance that protects the data stream between the user and the appliance and translates the OT 

protocols used between the appliance and the OT/ICS asset, there is no need to integrate IDS/IPS technology.

6.3.3. AUTOMATED OR MANUAL LOG 
REVIEWS.

XONA CSG can capture both data and video logs. This 

information can either be reviewed locally or 

forwarded to another security tool, such as a SIEM.

XONA CSG Administrator Manual v4.0 – Page 24
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6.3.4. ALERTING

Through integration with a Moxa relay, we can provide physical alerting using external emergency lighting or sirens at a 

local plant. This enables the CSG to alert local personnel as to the status of the network as well as connectivity through 

the CSG to critical assets. This enables the CSG to communicate to personnel in the plant without needing to look at a 

computer screen. 


Alerting can also be achieved by integration with a SIEM or other log aggregation service that supports alerting. There 

are no alerting capabilities native to the CSG.
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6.3.5. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS.

The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user access.

XONA CSG Administrator Manual v4.0 – Page 2 XONA CSG Administrator Manual v4.0 – Page 3
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About XONA

XONA enables frictionless user access that’s purpose-built for operational 

technology (OT) and other critical infrastructure systems. Technology agnostic 

and configured in minutes, XONA’s proprietary protocol isolation and zero-

trust architecture immediately eliminates common attack vectors, while giving 

authorized users seamless and secure control of operational technology from 

any location or device. With integrated MFA, user-to-asset access controls, 

user session analytics, and automatic video recording, XONA is the single, 

secure portal that connects the cyber-physical world and enables critical 

operations to happen from anywhere with total confidence and trust.
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