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Xo n a Frictionless & Secure Remote Access
. Solutions for Operational Technology

The North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection
(CIP) standards are the mandatory security standards that apply to entities that own or manage
facilities that are part of the U.S. and Canadian electric power grid.

NERC CIP-003-09 (Cyber Security — Security Management Controls) defines “consistent and
sustainable security management controls that establish responsibility and accountability to
protect Bulk Electric System (BES) Cyber Systems against compromise that could lead to mis
operation or instability in the BES.”

This document reflects how XONA Systems’ Critical System Gateway (CSG) addresses Section 6
of NERC CIP-003-09 - Vendor Electronic Remote Access Security Controls.

6. VENDOR ELECTRONIC REMOTE ACCESS SECURITY CONTROLS
6.1. DOCUMENTATION SHOWING
6.1.1. STEPS TO PREAUTHORIZE ACCESS.

XONA CSG employs a Zero-Trust model that includes both user authentication and
authorization.

Authentication is handled either locally, or via 3rd-party identity providers (IdPs). SAML 2.0 is
supported, as is multi-factor authentication (MFA) via a variety of tokens or authenticator apps
(e.g., Google Authenticator, Microsoft Authenticator, etc.).

Authorization is done using a ‘least privilege’ approach that limits access to specific operational
technology [OT] assets or industrial control systems [ICS]. That access can be tied to a specific
time/day. No lateral movement is possible. An additional level of security can be added by
delaying user access until entry is authorized by an administrator.
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4.3 User Access Control - View Users Menu

‘The XONA CSG platform utilizes 20 RBAC (Role-Based Access Control) model which allows you to
enable access to specific trusted assets for individual users. This allows you to create connection profiles
and assign them to individual users without their knowledge of the underlying technical and

-based details. These connection profiles allow

Assign specific asset access to each user.

Permit or deny file transfer capabilities to the user.
Control the direction of file transfers, if enabled for the user

Provide an additional layer of security by forcing users info a moderated “wait lobby” before
being connected to trusted assets, requiing admin approv;

To assign access controls, begin by going to View Users under “User Administration” in the side
navigation bar. Locate the user’s eniry and click Edit.
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In the user detail window, scroll down and locate the Connections section. This section. provides you
with a meny to select specific asset profiles for this user to access:

& Connections
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4.3 User Access Control — View Users Menu

The XONA CSG platform utilizes an RBAC (Role-Based Access Control) model which allows you to
enable access to specific trusted assets for individual users. This allows you to create connection profiles
and assign them to individual users without their knowledge of the underlying technical and
authentication-based details. These connection profiles allow you fo:

- Assign specific asset access fo each user.

= Permit or deny file transfer capabilities to the user.
Control the direction of file transfers, if enabled for the user

Provide an additional layer of security by forcing users into 2 moderated “wait lobby” before
being connected to trusted assets, requiring admin approval

To assign access controls, begin by going to View Users under “User Administration” in the side
navigation bar. Locate the user’s entry and click Edit
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In the user detail window, scroll down and locate the Connections section. This section provides you
with a meny to select specific asset profiles for this user to access:

& Connections
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6.1.2. ALERTS GENERATED BY VENDOR LOG ON

Admins can use the ‘Moderated Access’ feature to be notified, or view user activity.

Connection Name
© The name assigned to the asset connection profile.
o This s the entry which is visible to users in the Side Navigation Bar under the Systems mem.

Protocol
o Protocol used for this asset connection profile: RDP, SSH, VNC or Relay

Access Permission

© Checking this box authorizes this user to access this specific connection profile.

File Transfer

o

Ifa user has been granted access fo an asset connection, you may choose to additionally
authorize the user for File Transfer operations. Select this option to ON to allow access.

o

IfFile Transfer is set to ON, you must specify the direction the user s allowed to transfer.
There are three options:

- From Host - The user is only allowed to transfer fles from the connection profile host
(i-¢., download from).

To Host - The user is only allowed to transfer files to the connection profile host (ie.,
upload to),

Both - The user is permitted bi-directional File Transfer (i.c., upload/download) to and
from the connection profile host

For additional information on how File Transfer operates from a User role, please reference the CSG
“User Manual.

= Moderated Access

© When this feature is enabled, users will be forced into a “wait lobby” after attempting to
‘connect to this specific trusted asset and the CSG will nofify the administrator of the pending
connection request.

Please Stand By
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4.3.3 Viewing Users

The View Users menu, located in the Side Navigation Bar under the User Administration section, allows
you to quickly and casily locate and manage all CSG user accounts

You should become familiar with the fields of this main table and what information they provide you as a

CSG Administrator:

= MFA
©  Accounts marked with a lock ( & ) icon are MFA enabled.

User Name
o Shows you the accounts user login name. o User Names marked in RED are currently disabled

Full Name
o Provides you the user's profile full name entry
= Email Address

o Provides you the user’s profile email address entry.

Organization
o Provides you the user's profile organization entry.
* Role
o Provides you the user's assigned role (user, power, admin, file transfer, ram or monitor)
= Last Login Location
& Provides you the user's last login IP address entry (and optionally if enabled their geo-location)

Last Login Time
©  Provides you the user's last access time to the CSG.

Last Connection Platform Data

o Provides you the user’s connection meta data including.
= Browser
= Operating System
- Device (Desktop/Mobile)
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6.1.3. SESSION MONITORING 3

User sessions can be monitored by two 40 USER ADMINISTRATION
role types: ‘Administrator’ and ‘Monitor’. 44 User Administration Overview

‘The XONA CSG platform employs six distinct ser foles, each with their own sets of privileges and/or
restrictions:

Normal User

platform and access only the connections assigned to them by 2 CSG Admin.

© The basic role with a minimum amount of privilege. Can authenticate to the CSG
@ © They may chango their password or update their general profile information (se

User Guide for defais).
= Power User
@ o All the privileges of a Normal User with the additional privilege of being able to
&f create (add), manage (edit) and connect to their own connection profiles.
= Administrator|
o Al it to add, it) and remove d -t as

well as having access to configure the CSG platform itself.
Full logging and connection history visibility.

Session monitoring of all active user connections (read-only).
Access to the CSG platform configuration settings menu.

0000

File Transfer and connection request moderation.

Remote Access Manager (RAM)

® © Govers whether user is allowed to login to the CSG.

@ Authorized to enable/disable physical Ethernet ports on the CSG.
© Not allowed to perform any other CSG operation.

[ ]

Monitor

o Authorized to view active user sessions built through the CSG.
o Authorized to kil active user sessions built through the CSG.
o Notallowed to perform any other CSG operation.

= Files User
o Authorized to view existing file transfer requests and approve/deny these requests
o Not allowed to perform any other CSG operation.

A default installation of the CSG platform will only have a single default dashboard Administrator account
created called “csgadmin”. Default password is “pa2word”
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Additionally, when users aftempt a connection to a Manual Login enabled profile, they will be prompted * User Name - The CSG login name of the connected user

with the following dialogue: « Connection Name - The name of the connection profile
o Remote IP - The IP address of the user as seen by the CSG

PO B « Connection Platform Data - User Agent and system platform access (see View Users for an
e explanation)
o Start Date - The date the connection was initiated
b o «  Monitor Button - Allows you a read-only access of the live user’s connection for real-time
— = visibiity. By clicking “Monitor” the Main View of the UT is updated with the following screen:

Users will be required to input the User Name and Password credentials prior to each use of the
connection.

* s
Click “Save Changes” to make the seftings permanent for future uses 5
X X3 -
. =

3.4 Monitoring User Connections

As 2 CSG Admin, you can view live user sessions in real-time. This allows you the ability to inspect
‘their activities and/or offer help over a phone call, if needed. You will not be able to interact with the live
session. Additionally, as the administrator, you can “Kill” any live session. Performing this function will
force the user session to disconnect from the asset, log the user off the CSG and the user account will be
locked until the administrator enables the account. You will notice that instead of the name, you will “Menitoring
'USER@CONNECTION™. This confirms that you are about to start a connection in monitor mode.

Monitoring sipuser

dows 10 Deskiop (RDP)

‘To use these features, click Monitor Connections under the Manage Connections menu in the Side
‘Navigation Bar. | Click Connect to view the user’s session and when completed. Click Disconnect to remove your view.

If there are no active connections, you will be informed in an alert message: « Kill Button — This will instantly clear down the user session to the asset, log them off the CSG
and lock the account until the admin re-enables the account.

No active connections found.

However, if there are active sessions you will be presented with  table containing the following fields

[gls7=} S
o [=T=1
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6.1.4. SECURITY INFORMATION X
MANAGEMENT LOGGING
A L E R TS: ‘The Logs section contains the mem items associated with two sets of forensic information:

= Gateway Logs
© Al actions taken on a CSG platform are logged.

XONA CSG captures data regarding R T————
«  Login/Logout events

activity tied to the XONA CSG and user « ComectonStStp st

File Transfer requests and actions

connection history. This data can be - Adniisivescirs

Date of event

output in a variety of formats including Gt
Splunk, RSyslog, and Generic HTTP.

Use of MFA, for both User and MFA-enabled connections

Start/Stop time.

« Connection logs (protocol specific)

« Screen shot of display.

+ Connection Recording (if configured, see Sefup and Configuration section)

5.1 Gateway Logs

The Gateway Logs menu displays the most recent log enries generated on the CSG platform. These logs
are retained within the CSG, or they can be forwarded to any syslog type server for analysis and storage.
They can also be forwarded to 2 XONA ROAM ceniralized management platform.

The Gateway log fields include:

= User Name

© The User Name (or message system or internally generated events) which created the action.

Category

© The general category of the event, either GATEWAY_EVENT or LOGIN_EVENT

Description

© Adetailed description of the event itself. This includes information such as User Name,
Connection Name, and a general Event Description of what occurred.

= Date

o The date time stamp of when the action occurred.
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6.1.2.3 Log Forwarding

‘The CSG contains a limited about of hard disk space to use for long term logging, s0 it is recommended
that administrators employ a remote logging capability in order to preserve long term logs.
Select the Log Forwarding option to configure one of three available options

 Splunk

= Rsuslod

= Generic HTTP

To begin, set the “forward-logs” option to ON.

5 3 Applance Siatus
Log Management '

To fine tune log searching, CSG Admins have the option to filter the Gateway Logs by choosing one of

the available filters in the lower drop down select boxes Log Forvardng

Session Recoraing
Filter By Log Category| v none

= orwarding and
GATEWAY_EVENT

choose a forwarder

= Filter By Log Category
o Specify either LOGIN_EVENT or GATEWAY_EVENT Log Eonwarder fiaied § -
o LOGIN_EVENT category allows youto view:
* Successful logins.
+- Sicommebi Iogouts At any time, you may disable log forwarding by switching “forward-logs” to the OFF position.
*  Failed login attempts. The CSG contains a limited about of hard disk space to use for long term logging, so it is recommended
*  Session timeout cvents that for historical storage to forward logs to an external logging server. The benefits of external
o Time and date access window login attempts (unauthorized). forwarding include:
o GATEWAY_EVENT - Incorporating with Cyber Security SIEMs for real-time alerting & analysis
o Uskes crosed) siodified, or deléied - Custom analytic and merics-based dashboards
« Connections created, modified, or deleted. - Trend and event correlation
+  File transfers requested, approved, or conducted. - Historical log vaulting
+ Connections started or stopped.
* CSG System generated events.
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6.1.5. TIME OF NEED SESSION INITIATION

User access can be augmented with time and date controls — either specific times and dates, or ranges.

4.2.11 User Time Access Windows

Additional security provided by the CSG platformm tailors user access even further by enforcing time and
date-based windows.

These granular controls allow the CSG Admin to resirict users to specific periods of fimes of day.
specific dates, and the option to setup reacenrring windows of CSG aceess.

Locate the Access Window section by going to View Users, selecting an individual user and clicking
Edit.

{8 Access Window Date 117t user account will be allowed to login at any date.
@ Access Window Time 1 01, user account willbe allowed to login at any time.
User Time Zone (UTC-05:00) America/New.York )

‘There are three main options for controlling time and date window access:
= Access Window Date
= Access Window Time

= Time Zone

4.2.12 Access Window Date

Access Window Date control allows you to select 2 “From” and “To” date interval from which to provide
alimited time frame with which an authenticated user is allowed to use their CSG account. Common use
cases for Access Window Date include:

= Temporary contract workers|
- 3 Party access

- Traveling employees

XONA CSG Administrat
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After confirming the Date Range is accurate click *Save Changes™ a the bottom of the edit
screen to make the change permanent.

Select Date Range | 02/01/2018 - 03/01/2019 L}
Confirm these dates before continuing. }u»m Secount wi e skowed 1alogn s any e
User Time Zone (UTC-05:00) Americaiew York #o

Primary Authentication ;@
XONA
14ap://192.168.1.10:389
MFA enabled 101, user account will oy use primcy authantcation.
& Connections
New Password 8
Re-Type Password | Enter Password. *

Click Save Changesto make the setting permanent. } —
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To enable Access Window Dates, click the option o the ON position:

5 hccess Window oste [ -0 vr ey Click AccessWindow Date to ON postion

Select Date Range | 02/01/2019 - 02/01/2019 @

Feb2019 Mar 2019 >

Su Mo Tu We Th Fr Sa

12
)
s 4 s 6 7 8 9
00N RO WA 0o o2 w1
e vowwom o mn wowe o o2on g
Selectthe start date and end date 26 _2f 28 24 25 26 27 28 29 30
by dlicking the dayson the calendar 8
AR i0838 ozunaots-oz0vzots _cancel [

Click Applyto enable the Date Range. |

Select the Date Range by clicking a Start Date and an End Date.

Finally, click Apply to enable the date range.

Access window Date [T 1701 uer ccoe i e aone ooty .

Select Date Range 02/01/2019 - 03/01/2019 =]

The Date Range will update.Confirm | —
these dates before continuing.
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4.2.12.1 Access Window Date - Reoccurring Access Days

Users can be assigned reoccurring access windows with repeating date/time intervals. When adding or
ediing an existing user, the adminisirator can select specific days of the week to permit CSG Daskpoard
access. Time sl also b d for th ific days. The sets the start aiid end.
dates,

Optionally the admin can set this series to never expire by clicking on the “Never Expirc” parameter
‘When selected, the admin will select a “start” date for this access window.
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4.2.13 Access Window Time | -
© Access Window Time SS—

Access Window Time control allows you to select a“From™ and “To™ time interval from which to
‘provide a limited time frame with which an authenticated user is allowed to use their CSG account.
Common use cases for Access Window Time include:

= Limited access to critical assets Confirm the time interval before continuing.  [~0500) America/New York ‘e

- Security controls enforcing work schedule access.

Select Time Range | 08:0(

- Location (Time Zone) based aceess authorization. primary Authentication e Directory ‘a
To enable Access Window Time click the option to the ON position: XONA
_ Idap:/192.168.110:389
©Access WindowTime [ ] u-orrcisr scs| Clck Access Window Time to ON position
MFA enabled 1101 use sccount ol s primry authecation
Select Time Range | 00;06°00 | 23:59:59 o

& Connections
Click Range window, clock will appear  [007Amerl 0 &0 ¢ 2 ¢ s ¢ : e
[ comectooname | browest | Aecovermisions | Fotansuc | iection |

ovoogg-zisess  cancer [EEEE Mosa vty oy

ta
Selectthe Time Intervalby clicking the | —
Start Time followedby the End Time
New Password

Click Apply to enable the Time Interval. | — Re-Type Password

© ccess Window Time [ -0 e ccuet it e showe o ogin st .

Select Time Range | 09:00:00 - 17:00:00 o]

The Time Inte rval will update. Confirm | — Click Save Changesto make the setting permanent.
the time period before continuing.
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6.1.6. SESSION RECORDING

Sessions connecting to OT/ICS asset can be _ ,
6.1.2.4 Session Recording
recorded if they use either the RDP, SSH, or The CSG defaas o ocord s sssions o th olloing comneton fpes

VNC protocols. =

The recording remains stored in RAW format according to the log retention settings (sce Log Management)
oruntil the disk space reaches over 90% usage

If user session recording is not required, you may choose to disable it

Appliance Status
SATEWAY J SESSION RECORDING
Log Management

Log Forvarding k

Session Recording

Set “enable-recording” to ON to start user session recording. At any fime, the administrator can disable this
feature by switching to OFF.
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XONA CSG captures data regarding both the XONA CSG and user connection history.

5.0 LOGS

The Logs section contains the men items associated with two sets of forensic information:
= Gateway Logs

Al actions taken on a CSG platform are logged.

‘The individual log enties include:

* LoginLogout events

* Connection Start'Stop eveats.

« File Transfer requests and actions
« Administrative actions
« Dateofevent
+ Connection History
o Connection meta-data including
Use of MFA, for both User and MFA-enabled connections

* Start/Stop time.

« Connection logs (protocol specific)

o Screen shot of display.

« Connection Recording (if configured, see Setup and Configuration section)
5.1 Gateway Logs
The Gateway Logs menu displays the most recent log entries generated on the CSG platform. These logs
are refained within the CSG, or they can be forwarded to any syslog type server for analysis and storage.
They can also be forwarded to 2 XONA ROAM centralized management platform.
The Gateway log fields include:

= UserName

o The User N y intenally generated events) which created the action.

Category
o The general category of the event, either GATEWAY_EVENT or LOGIN_EVENT

*  Description

o A of the event tself. This uch as User Name,
Connection Name, and a general

- Dae
o The date time stamp of when the action occurred.
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To fine tune log searching, CSG Admins have the option to filterthe Gateway Logs by choosing one of
the available filters in the lower drop down select bores:

Filter By Log Category v none
GATEWAY_EVENT
LOGIN_EVENT

* Filter By Log Category
o Specify either LOGIN_EVENT or GATEWAY_EVENT
© LOGIN_EVENT category allows you to view:

Successful logins.

Successful logouts.

Failed login attempts.

Session timeout events.

« Time and date access window |

© GATEWAY_EVENT

Users created, modified, or deleted.

Connections created, modified, or deleted.

File transfers requested, approved, or conducted.

Connections started or stopped.

CSG System generated events.

XONA CSG A
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6.1.8. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS

The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user

access.

5.0LOGS

The Logs section contains the men items associated with two sets of forensic information:
= Gateway Logs

Al actions taken on a CSG platform are logged.

‘The individual log entries include:

* LoginLogout events

* Connection Start'Stop eveats.

o Fille Transfer requests and actions
« Administrative actions|
« Dateof event
= Connection History
o Connection meta-data including:
Use of MFA, for both User and MFA-enabled connections

*  Start/Stop time.

« Connection logs (protocol specific)

« Screen shot of display.

+ Conncction Recording (f configured, see Setup and Configuration section)

5.1 Gateway Logs

The Gateway Logs men displays the most recent log entries generated on the CSG platform. These logs
are retained within the CSG, or they can be forwarded to any syslog type server for analysis and storage.
They can also be forwarded to a XONA ROAM centralized management platform.

The Gateway log fields include:

+ UserName
o TheUser y internally generated events) which created the action.

Category
o The general category of the event, either GATEWAY_EVENT or LOGIN_EVENT
= Description

o A of £ This uch as User Name,
Connection Name, and a general

- Dae

o The date time stamp of when the action occurred.
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To fine tune log scarching, CSG Admins have the option to filterthe Gateway Logs by choosing one of
the available filters in the lower drop down select bores:

Filter By Log Category v none
GATEWAY_EVENT
LOGIN_EVENT

* Filter By Log Category
o Specify either LOGIN_EVENT or GATEWAY_EVENT
© LOGIN_EVENT category allows you to view:

Successful logins.

Successful logouts.

Failed login attempts.

Session timeout events.

Time and date access window login attempts

GATEWAY_EVENT

o Users created, modified, or deleted.
« Connections created, modified, or deleted.
©  File transfers requested, approved, or conducted.
»  Connections started or stopped.
CSG System generated events
XONA CSG Administrator Manual Taly 2021
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6.2. DOCUMENTATION SHOWING X

6.2.1. DISABLING VENDOR 6142 Lockbox
ELECTRONIC REMOTE ACCESS ety i e,

Physically disable Untrusted or Trusted Ethernet pors on the CSG.

USER OR SYSTEM ACCOUNTS - Bty i s et it

During times of mainfenance of repairs is it crucial that remote users are blocked from being able to remotely
operate crifical devices that could injure local plant personnel. This procedure ensures that remote users CAN

XONA CSG's ‘Lockbox’ feature enables T s e s O ek
administrators to logically disable access for
all users to the CSG. In addition, access can
be revoked on a user-by-user basis.

BERa

D displayed above. Click cach switch the feature:

Allow user logins — When ON, all CSG user accounts have access to the CSG dashboard and can
login, authenticate and create connections to assets assigned to their profile. When OFF, only
administrators and RAM users are permitted to log in to the CSG dashboard.

Untrusted Interface Status — When ON, the untrusted inerface is enabled. When OFF the untrusted
interface is physically disabled and Ethernet link is dropped.

Trusted Interface Status — When ON, the trusted interface is enabled. When OFF the trusted interface
is physically disabled and Ethenet link is dropped.

Untrusted Admin Access — When ON, admin access is available from the Untrusted interface. When
OFF, admin access is restricted from Untrusted int

Be aware of how you conneet to the CSG dashboard and know for sure which port you are accessing
the dashboard from before using these commands. It is possible to lock yourself out of the CSG.

XONA CSG Administrator Manual July 2021 Page 96 of 110
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4.3.1 User Access Control & Role Modification
4.2.16 Disabling Account Access

‘The administrator is fice to enable or restrict access to assets as required. The changes made here arc
As mentioned in the Adding Users section, all new user accounts are set to “Disabled” by default. To immediately propagated throughout the CSG platform.
identify disabled accounts:

= Click on View Users under User Administration and look for User Names in RED. Addfhonaﬂy, ] ek ey gt (el s e 5o o
user’s CSG role by modifying the entry.

= Hovering over the name in RED will show you 2 message regarding their status.

+ User's will receive a message ot ogin attesptsthat thir account s disabled. Locate the user’s account eniry under View Users, click Edit and find the Role sciting

& cacvsr

4 view Users

N T T e — :
Full Name Power User a

o siona| Disabled accounts will be in RED
csgadmin Email Poweruser@xonasystems.com =

This account is currently disabled. ¢ — | Modifythe user's role atany
Organization | Xona Systems oA S ) [}

Role pover :a

Your account is currently disabled or x

expired. Please contact your ‘The next time the user logs into the CSG platform, they will assume the new privileges (both role-based

and connection based).
organization administrator.
with 2 disabled account will receive
this message.
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6.2.2. DISABLING INBOUND AND/ :
OR OUTBOUND HARDWARE OR _wm

SOFTWARE PORTS, SERVICES, OR A
ACCESS PERMISSIONS ON e R
APPLICATIONS, FIREWALL, IDS/ |

IPS, ROUTER, SWITCH, VPN,

REMOTE DESKTOP, REMOTE

CONTROL, OR OTHER HARDWARE + IMONA -
OR SOFTWARE USED FOR '
PROVIDING VENDOR ELECTRONIC e et

'USER@CONNECTION". This confirms that you are about to start a connection in monitor mode.

REMOTE ACCESS Cl Conpect o viw he s’ ssion and e completed. Clck Disconnect o semove yons v
.

= Kill Button — This will instantly clear down the user session to the asset, log them off the CSG
. . ‘and lock the account until the admin re-enables the account

The XONA CSG is a purpose-built stand-

alone appliance. User sessions can be

immediately terminated using the ‘Kill Button'.
Inbound/outbound ports can be disabled
using the ‘Lockbox’ function or admins.

orm access (see View Users for an

({eT=]
eesa
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3.1.2.5 USB Enable/Disable
6.1.4.2 Lockbox
By default, the USB ports on the CSG appliance are ENABLED. To disable these ports simply choose,
‘The Lockbo: the or RAM (Remot tor ‘option (5) and answer the prompts:

- Logically disable all users aceess to the CSG.

= Physically disable Untrusted or Trusted Ethernet ports on the CSG.
»  Dermit or deny administrative access from the Untrusted interface

During times of maintenance o repairs is it crucial that remote users are blocked from being able to remotely
operate crifical devices that could injure local plant personnel. This procedure ensures that remote users CAN
'NOT access critical assets on the trusted OT network.

=
-}
|
=
-m]
Default displayed above. Click each switch i the feature: -_—
= Allow user logins — When ON, all CSG user accor unts have access to the CSG dashboard and can

login, authenticate and creat
administrators and RAM us

= Untrusted Interface Status
interface is physically disabled and Ethernet link is dropped.

= Trusted Interface Stafus — When ON, the trusted interface is enabled. When OFF the trusted interface
is physically disabled and Ethenet link is dropped.

- Unirusted Admin Access — When ON, admin access s av ailable from the Untrusted interface. When
OFF, admin access is restricted from Untrusted interface.

tions to assels assigned to their profile. When OFF, only
are permitted to log in to the CSG dashboard.

en ON, the untrusted interface is enabled. When OFF the untrusted

The rew seting is reflected in the display above.

Be aware of how you connect to the CSG-dashboard and know for sure which port you are access ing
the dashboard from before using these commands. 1t is possible to lock yourself out of the CSG.

XONA CSG Administrator Manual
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3.1.2.6 Serial port Enable/Disable

By defaul, the serial port on the CSG appliance is ENABLED. To disable this port simply choose
option (6) and answer the prompts

- o x

-
[ a:ouic | ENTER:O) Would you like to dlisable?
BE oo
XONA CSG Configuration Manual July 2021 Page 30 of 58
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6.2.3. DISABLING X
COMMUNICATIONS PROTOCOLS
(SUCH AS IP) USED FOR SYSTEMS. i e

The ‘Edit Connection’ feature can be used to
disable communications protocols such as
R D P, SS H , etc. The menu for the View Connections table contains the following entries:

= MFA
o Ifthe connection is “MFA-enabled” you will see the lock ( @ ) icon
 Note: For more information on “MFA-enabled” connections see the Additional Connection
Sccurity section below.
= Protocol
o The configured protocol for the connection

= Connection Name
o The name sefting for the connection.
= Edit Button

o Single button to modify the connection seftings.

3.3.1 Edit Connection

Once a connection has been configured, you have the opportusity at any time to:
- Modify the previous connection-specific seftings.
- Enable additional security seftings for a connection.

To modify a connection, locate the profile fow in View Connections and click Edit. A protocol specific
dialogue window will enable you to further modify the connection seftings.

For explanations of specific protocol parameters fefer to the individual connection settings section in Add
Connection section.

XONA CSG Administrator Manual July 2021 Page 24 of 110
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6.2.4. REMOVING PHYSICAL LAYER %
CONNECTIVITY (E.G.,

DISCONNECT AN ETHERNET et e b s 1 oA o)

CABLE, POWER DOWN " oo s s s o e s
EQUIPMENT) T T
XONA CSG's ‘Lockbox’ feature can be used to
1) logically disable all users access to the CSG, a
or 2) physically disable untrusted or trusted

- m]
e
Ethernet ports on the CSG. —
- m]
Default settings are displayed above. Click each switch the feature:
= Allow user logins — When ON, all CSG user accor unts have access to the CSG dashboard and can

login, authenticate and create comnections to assets assigned to their profile. When OFF, only
adminisirators and RAM users are permitted o log in to the CSG dashboard.

- Unirusted Interface Stafus — When ON, the untrusted interface is enabled. When OFF the untrusted
interface is physically disabled and Ethernet link is dropped.

= Trusted Interface Stafus — When ON, the trusted interface is enabled. When OFF the trusted interface
is physically disabled and Ethenet link is dropped.

- Unirusted Admin Access — When ON, admin accessis av ailable from the Untrusted interface. When
OFF, admin access is restricted from Untrusted interface.

Be aware of how you connect to the CSG dashboard and know for sure which port you are accessi ing
the dashboard from before using these commands. It s possible wlock\uurslf i of he CSG.

XONA CSG Administrator Manual July 2021 Page 96 of 110
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6.2.5. ADMINISTRATIVE CONTROL :
DOCUMENTATION LISTING THE

METHODS, STEPS, OR SYSTEMS e o e o S

USED TO DISABLE VENDOR e
ELECTRONIC REMOTE ACCESS. ‘

XONA CSG's ‘Lockbox’ feature enables .
administrators to logically disable access for a

ote users are blocked from being able to remotely
onnel. This procedure ensures that remote users CAN

all users to the CSG. In addition, access can — -
be revoked on a user-by-user basis. —
- m]
D displayed above. Click each switch the feature:

- Allow user logins — When ON, all CSG user accounts have access to the CSG dashboard and can
4 to their profile. When OFF, only
fted to log in to the CSG dashboard.

the untrusted interface is enabled. When OFF the untrusted

= Untrusted Interface

interface is phy: mm disabled and Ethernet lnk is dropped.

- Trusted Interface Status — When ON, the trusted interface s enabled. When OFF the trusted interface
is physically disabled and Ethernet link is dropped.

- Untrusted Admin Access — When ON, admin access is available from the Untrusted interface. When
OFF, admin access i restricted from Untrusted interface.
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4.3.1 User Access Control & Role Modification

4.2.16 Disabling Account Access
‘The administrator is fice to enable or restrict access to assets as required. The changes made here arc

As mentioned in the Adding Users section, all new user accounts are set to “Disabled” by default. To immediately propagated throughout the CSG platform
identify disabled accounts:
= Click on View Users under User Administration and look for User Names in RED. ‘it i afralo oy praa (6 Sompotanty o ettt ) SO ot pervilcgrs o
user’s CSG role by modifying the entry.

- Hovering over the name in RED will show you a message regarding their stafus.

+ User's will receive a message on login attempts thattheir account is isabled. Locate the user’s account eniry under View Users, click Edit and find the Role sciting

& catusr

4 view Users

N T T — *
Full Name Power User &

| Disabled accounts will be in RED
Email poweruser@xonasystems.com =

esgadmin KON

This account is currently disabled. ¢ | Modify the user'srole at any
Organization | Xona Systems time andclick "Save Changes” L}

Role pover 3

Your account is currently disabled or x
expired. Please contact your
organization administrator.

‘The next time the user logs into the CSG platform, they will assume the new privileges (both role-based
and connection based).

Users attempting to login into a CSG | —

with a disabled account will receive
this message.
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6.2.6. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS.

The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user access.

CSG Version 4.0

XONA CSG 431 User. Role Modificati
432 Deleting U 3
ADMINISTRATOR MANUAL 433 Viewing o
TABLE OF CONTENTS Page# 4.4 File Transfer 62
5.0 LOG! 64
5.1 Gateway L 64
1.0 GETTING STARTED. 4 5. Hist 66
1.1 XONA Critical System Gateway 4 6.0 SYSTEM 69
1.2 Points of C 4 6.1 Setup M 6
1.2.1 Help Desk and 4 6.1.1 Server Tab 70
1.3 Did you perform the Initial CSG Setup?. 4 6.1.2 Gateway Tab. 79
14 ati 6 6.1.3 Services Tab 91
20 USER INTERFACE (U1) 6 6.1.4 Security Tab 95
1 6 6,15 MFATab. 101
3.0 MANAGE 7 6.1.6 File Share Tab, 102
31M 6.1.7 System Tab 104
3.2 Add Connecti 8 7.0 MAIN 108
3.2.1 ROP Connection Setti 9 7.1 Mai Proced: 108
322 ion Sett 13
32355H i 16
3.2.4 XONA Relay Connection Setti 19
3.3 Vi i 24
3.3.1 Edit i 4
3 y y . 5
3.4 Moni i 26
4.0 USER. 28
4.1 User Administrati i 28
42 Adding 29
421 User
422 Username + Password (Local
423 Username + Password DI 6
4 ication Ei 6
425 Username/Password +
426 U2F E 8
4.2.7 OTP Token Enrollment 8
4280TP E 44
4.2.9 RSA SecurlD Token 44
4210 RSA SecurlD ication 44
4211 User Time Access Windows 45
4212 Access Window Dat 45
4213 Access Window T 49
4214 Time 2
4215 Session Timeout
4216 Disabling Account 3
4.3 User Access Control - View Users 54
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6.3. DOCUMENTATION SHOWING IMPLEMENTATION OF PROCESSES OR
TECHNOLOGIES WHICH CAN DETECT MALICIOUS COMMUNICATIONS SUCH AS:

6.3.1. ANTI MALWARE TECHNOLOGIES

As a purpose-built appliance that protects the data stream between the user and the appliance and translates the OT
protocols used between the appliance and the OT/ICS asset, there is no opportunity for malicious software to inject
itself into the transaction between the user/OT operator and the OT environment. Any files to be transferred into the
OT environment via the XONA CSG should be checked for malware based on organizational policies. The XONA CSG
can be configured so that any file transfer requests must be approved by a CSG Administrator.

6.3.2. INTRUSION DETECTION SYSTEM (IDS)/INTRUSION PREVENTION SYSTEM
(ips).

As a purpose-built appliance that protects the data stream between the user and the appliance and translates the OT
protocols used between the appliance and the OT/ICS asset, there is no need to integrate IDS/IPS technology.

6.3.3. AUTOMATED OR MANUAL LOG .
R EV I E WS ‘ 6.1.2.2 Log Management
XONA CSG can capture both data and video logs. This [

information can either be reviewed locally or
forwarded to another security tool, such as a SIEM.

‘The two main settings which can be used to control logs are
= Log Retention
o CSG event logs (login, connections, file transfer, user & admin events)
= Video Recording
0 Un-Encoded (RAW) user session recordings.

These seitings can be modified based on the frequency of usage and length of user session. The allowable
options are: 30, 60, 90, 120, 160, 180 and 365 days

‘The CSG will perform  running calculation (average) based on current usage and provide you witha
olling window estimate of how long logs can be stor

Note: This calculation is only an estimate based on daily average, it should not be viewed as 2 maximum
limit of log retention.

Once ur settings click 5" to make the changes permanet.

settings are adequate for your
 the next section on log

o
operating enviror
forwarding
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6.3.4. ALERTING

Through integration with a Moxa relay, we can provide physical alerting using external emergency lighting or sirens at a
local plant. This enables the CSG to alert local personnel as to the status of the network as well as connectivity through
the CSG to critical assets. This enables the CSG to communicate to personnel in the plant without needing to look at a

computer screen.

Alerting can also be achieved by integration with a SIEM or other log aggregation service that supports alerting. There

are no alerting capabilities native to the CSG.

3.3.1.4 Moxa Relay Controls

[ coms -purry o x
Ravancea (1) mmvas

(2] Configure Trusted
[3] Configure Uncrusce

The CSG supports several features that provide enhanced physical safety functions for remote operations.

"The Lockbo: to the CSG for details) permits an to:
1) deny all users from logging into the CSG or

2) disable either the untrusted or trusted Ethernet ports on the CSG:

This ability provides assurance to local personnel that remote operators CAN NOT gain access o local
plant assets and accidently start vp an asset that may be disabled for maintenance reasons.

To enhance this functionality the CSG can communicate with 2 Moxa relay and provide visible/audible
alaming to alert working personnel in the plant. With the use of external emergency lighting or sirens,

workers can determine the current condition of the nefwork gateway (CSG), without having fo look at 2
computer monitor.

The CSG supports communications with a Moxa Relay, model iol.ogik E1214. The Moxa E1214 is an
industrial 6 channel relay controller. Each relay channel opens/closes the power circuit to control attached
AC or DC devices such as warning lights or anmunciators.

The CSG creates a connection to the Moxa Relay via a REST API over the trusted Ethernet port of the
CSG. Through this connection the CSG-can control Relay RO to indicate the current setting for the CSG
Lockbox User login setting. Relay outputs R1-RS are reserved for future use.

XONA CSG Configuration Manual July 2021 Page 50 of 58

When the Lockbox/Allow user logins is set to OFF (as indicated below) the CSG wil tum off (open) the
relay RO, disabling the local light or annunciator. This notification alerts local personnel that the nefwork
is disabled.

“XONA

csc
Untrusted
Network e

Relay RO is OFF
i | UserloginisoFF

=)

Trusted
. Local Plant
ETh  Network
@)

‘When the Lockbox/Allow user logins is set to ON (as indicated below) the CSG-will turn on (close) the
relay RO, enabling the local light or annunciator. This notification alerts local personnel that the nefwork
is cnabled.

“XONA

csce B
Untrusted et Ptk
Network > '\\\mlwmk r"‘f‘

Relay RO ON
-u] | UserloginisON
ul
er
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6.3.5. OTHER OPERATIONAL, PROCEDURAL, OR TECHNICAL CONTROLS.

The XONA CSG supports a variety of controls focused on providing a zero-trust approach to secure user access.

XONA CSG
ADMINISTRATOR MANUAL

CSG Version 4.0 CSG Version 4.0

4.3.1 User Access Control & Role

4.3.2 Deleting U

4.3.3 Viewing User:

TABLE OF CONTENTS Page# 4.4 File Transfer 62
5.0 LOG: 64
5.1 Gateway L 64
1.0 GETTING STARTED. 4 52 History 66
1.1 XONA Critical System Gateway (CSG) Administration Overvi 4 6.0 SYSTEM 69
1.2 Points of Contact. 4 6.1 Setup M 69
1.2.1 Help Desk and . 4 6.1.1 Server Tab. 70
1.3 Did you perform the Initial CSG Setup?. 4 6.1.2 Gateway Tab 79
14 fati 6 6.1.3 Services Tab 91
20 \TION USER INT} n 6 6.1.4 Security Tat 95
X Ul Overview. 6 6.1.5 MFATab 101
3.0 MANAGE 6.1.6 File Share Tab. 102
3.1 Managi i 6.1.7 System Tab. 104
32Add ? 8 7.0 MAINTENANCE. 108
3.2.1 RDP Connection Setti 9 7.1 Mai Proced 108
3.2.2 VNC Connection Setti 13
3.2.3 SSH Connection Sett 16
3.2.4 XONA Relay Connection Settiny 19
3.3 View C ? 24
33.1 Edit 4
3.3.2 Additional Connecti ity
y itoring User ? 26
4.0 USER ADMINISTRATION. 28
4.1 User Administration Overview. 28
4.2 Adding U 29
4.2.1User 3
4.2.2 Username + Password (Local izati 3
4.2.3 Username + Password (Active Directory) 36
424 ? E 36
425 +MFA 3
42.6 UZF ication Ex 38
4.2.7 OTP Token Enrollment 38
42.80TP ication Ex 44
4.2.9 RSA SecurID Token 44
42.10R D i Es 4
4.2.11 User Time Access Windo 45
42.12 Access Window Date 45
4.2.13 Access Window Time 49
42.14 Time 3
4.2.15 Session Timeout
4.2.16 Disablir t
4.3 User Access Control - View Users M 54
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ABOUT XONA

XONA enables frictionless user access that's purpose-built for operational
technology (OT) and other critical infrastructure systems. Technology agnostic
and configured in minutes, XONA's proprietary protocol isolation and zero-
trust architecture immediately eliminates common attack vectors, while giving
authorized users seamless and secure control of operational technology from
any location or device. With integrated MFA, user-to-asset access controls,
9 user session analytics, and automatic video recording, XONA is the single,
secure portal that connects the cyber-physical world and enables critical
operations to happen from anywhere with total confidence and trust.
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